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What is data 
protection?

Data protection “safeguards the fundamental right to 

privacy by regulating the processing of personal data:

providing the individual with rights over their data, 

and setting up systems of accountability and clear 

obligations for those who control or undertake the 

processing of such data” 

(Privacy International 2018, p.12)

Therefore, data protection is essential for the exercise 

of the right to privacy.



Why is it critical 

for social 

protection 

systems?
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• SP systems process (collect, use, store, disclosure) personal data of applicants and beneficiaries 

of their programmes. This data needs protection!

• Why? If personal data is not adequately protected, the right to privacy of individuals may be 

violated, and they may suffer material, physical or symbolic harm. 

• Personal data protection is a fundamental step to achieve SP systems goals:

• universal accessibility to services and benefits, 

• quality of services, 

• respect of human rights, and 

• protection of minorities and vulnerable populations (less able to protect their rights and 

claim their entitlements compared to the wealthier).

• Privacy and social protection are both a precondition for a democratic society.

There is no contradiction between the right to data protection 
and privacy, and providing effective social protection systems



SOCIAL 
PROTECTION 

+ TECHNOLOGY + 
PERSONAL DATA

simplify& accelerate 

processes, reduce 

costs, increase 

efficiency and 

effectiveness, help to 

increase transparency, 

reduce errors

BENEFITS

may face additional

challenges to develop and 

operationalize 

privacy and data

protection rights and 

policies

LOW AND MIDDLE-

INCOME COUNTRIES

complexity, high 

technological costs, 

threats to 

sustainability, and 

severe risks to privacy 

and personal data

RISKS

A robust data protection 

and privacy framework is 

crucial to avoid and limit 

harmful data practices and 

empower individuals 

regarding their data rights



How does 
data 

protection 
work?
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INTERNATIONAL DATA 

PROTECTION 

FRAMEWORKS

Guidelines for the

Regulation of 

Computerized 

Personal Data Files, 

1990

UN

Guidelines on

the Protection of 

Privacy and 

Transborder Data 

Flows of Personal 

Data, 1980

(amended 2013)

OECD



ASEAN Framework on Personal Data Protection, 

2016

CoE Convention-Protection of Individuals with regard to Automatic Processing 

of Personal Data, 1981 (amended 2018) (Convention 108+)

CoE Recommendation-The protection of individuals with regard to automatic 

processing of personal data in the context of profiling, 2010

General Data Protection Regulation (GDPR), 2016

APEC Privacy Framework, 2005 (amended 2015)

ECOWAS Supplementary Act

on Personal Data Protection, 2010

African Union Convention on Cyber Security and 

Personal Data Protection, 2014

Regional 

Protection Instruments



National Data Protection/
Privacy Laws and Bills



Purpose limitation

Lawfulness, fairness 

and transparency

Principles
Data minimisation

Accuracy

Storage limitation

Security safeguards

Accountability

Data protection works through a set of guiding 

principles related to the processing of personal 

data. 

They are interrelated and overlap. It is essential to 

treat them together, as a whole. 
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Personal data should be processed 

for a specified, explicit and 

legitimate purpose, stated to data 

subjects at the point of collection, 

and further processing also 

compatible with this purpose. 

Exceptions!

Personal data may be used for purposes 

not intended initially either:

- with the consent of the data subject 

- or when authorised by law 

Examples?Misuse: India’s 
national biometric 

identification 
database (Aadhaar )

Misuse: Personal data 
collected for social 

protection is used for 
police enforcement 

purposes.
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The processing of personal data 

should be adequate, relevant and 

limited to the necessity of the 

purpose for which it is being 

processed.

Unnecessary data collection cannot be 

justified and may increase costs and 

security concerns and pose risks for data 

subjects’ rights in both well-known and 

unpredictable ways. E.g., it is likely to result 

in greater pressure to use data for purposes 

other than those originally intended and to 

which the data subject has consented. 

Examples?

Misuse: More personal data is 
collected than the necessary meet the 

established purposes of a social 
protection programme. Government 
starts to use this data to identify and 

persecute religious minorities.
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Lawfulness, 
fairness and 
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The processing of personal data 

should lawful and fair and done in a 

transparent manner.

Good international practice:

Obtain personal data by lawful, fair and 

transparent means, meeting the legal basis 

for processing this kind of information, 

which should include the knowledge and 

the consent of the data subject. 

Examples?

Misuse: Consent is obtained as a "check-
the-box" exercise.

Informed consent requires that 
information and communication related 

to the processing of personal data be 
accessible and easy to understand. Data 

subjects should understand all 
implications related to the information 

they provide. 
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Personal data that is processed 

should be accurate, complete and 

measures should be taken to ensure 

it is up to date.

Good international practice:

Put in place protocols to update, correct or 

erase inaccurate personal data without 

delay, including grievance and redress 

mechanisms to allow data subjects to 

request such updates.

Examples?

Risks: If personal data is inaccurate, 
incomplete or outdated, it could lead 
to poor decision-making, which could 
have severe implications (e.g. wrongly 
denying access to a social protection 

service or benefit). 
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Personal data should only be 

retained, in a form that permits 

identification of data subjects,  for 

the period of time that is necessary 

for the purposes for which it was 

processed.

Good international practice:

- The period of time for which the personal data 

are stored should be limited to a strict 

minimum. 

- Establish a retention policy and schedules 

specifying the retention periods for all the 

personal data that is held, determining how it 

will be subsequently securely deleted from 

databases or anonymised.

Examples?

Risks: Just because social protection 
authorities might come across another 
use for the data does not justify general 
or indefinite retention. For individuals to 

be fairly informed about the processing of 
their data, they must be informed about 

how long their data will be retained.
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Appropriate organisational and technical 

measures should be taken to ensure the 

security of data and systems and to protect 

personal data from unauthorised or unlawful 

processing, and against accidental or deliberate 

loss, destruction, modification, disclosure, or 

unauthorised access.

Good international practice:

Regulate personal data-sharing between 

government agencies. Information between 

different databases may only be integrated if 

unambiguously authorised by law, established 

preceding the event, and the data subject is 

informed about it at the time of data collection. 

Examples?

Risks: Inadequate or insufficient 
information security puts social 

protection systems and programmes at 
risk and might produce real harm and 

distress to people (e.g. fake applications 
for services or benefits). In extreme cases, 

lives may even be at risk. 
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Those that process personal data should be 

accountable for demonstrating compliance with 

the data protection and privacy principles, their 

obligations, and facilitating the exercise of the 

data subject’s rights.

Demonstrate compliance includes:

• Showing that a DP policy is in place

• Staff is aware of it and have been trained

• A person/bodies who is/are responsible for compliance 

has been appointed

• Audits are undertaken 

• A system for handling complaints has been set up

• Being transparent about the transfer of data

Examples?

Risks: No effective scrutiny and oversight 
of social protection systems and 

programmers’ processing of personal 
data, and those responsible for it are not 
held to account. This can lead to violation 

of human rights.



What are the main rights to be considered?

1. Right to information

2. Right to access

3. Rights to rectify and erasure

4. Right to object

5. Right to data portability

6. Rights related to profiling and automated decision making

7. Right to an effective remedy

8. Right to compensation and liability

Individual’s data rights



1. There is a new legal basis – e.g., consent or public interest

2. Or if the integration pursues a legitimate purpose, such as assurance that all 

persons in the SP programme database will be covered by the employment 

programme – Keep the sharing to minimum data!

• And if this purpose is compatible with the purpose stated to the 

beneficiaries during data collection

If the new purpose is not compatible, the integration of databases should only 

occur, if legally allowed, the purpose is legitimate, meaning strictly necessary and 

proportional to the interference with individuals’ rights.

Fairness and transparency principle: SP beneficiaries should be informed, at the 

time of data collection and before the databases are integrated, whether data will 

be shared with other government agencies.

Linking databases: 
When is it possible?



1. SP users didn’t consent

2. Possible conditionality between employment and SP – Can be perceived as 

threat or additional pressure by SP users

3. Lowers trust in SP, making it more difficult for SP to fulfill its mission

4. SP data may not be what’s needed for employment – E.g., data on income 

and family (e.g., number of kids), are not related to skills

5. Challenges to the right of self representation of SP users/ They can’t 

accurately represent themselves to employers when their data comes for SP 

database/ Takes away agency from people to present themselves as they 

consider best

Linking databases: 
risks and pitfalls



1. Indonesia

• Currently: large quantity of laws regarding personal data protection/ spread and embodied in array of 

general and sector-specific laws (e.g. Law No. 11 of 2008 on Electronic Information and Transaction)

• Personal Data Protection Bill (2020): on the verge of passing its first Personal Data Protection Act, an 

effort to fill the void in the existing regulatory framework / Comprehensive law

2. Philippines

• Data Privacy Act No. 10173 (2012): cover both natural and juridical persons involved in the processing 

of personal information/ Has DP principles and rights of data subjects/ Comprehensive law

3. Pakistan

• Pakistan Personal Data Protection Bill: in April 2020 the Ministry of Information Technology and 

Telecommunication released a consultation draft/ Still needs to be presented to Parliament

Data protection and privacy 
frameworks



1. Are the existing data protection frameworks being applied for the social 

protection and employment programmes? What are the main challenges 

faced?

2. What safeguards are in place when linking SP and employment databases?

3. What has gone wrong or need improvement? How is the country dealing 

with these situations?

4. What good practices you would like to share with us?

What are the main challenges 
in your country?
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